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Mutual Exclusion (Mutex): Basics
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o Ilm5RX(critical section): IhA|XZEHZRN—ERMHE, ZEEEE—T

HEZE1)

==

» ZikfH(race condition): LWIMEZ THATERERENHAANIRFRXE, E

B B RENEIELSNM, SEEAFEARIER,

> SREFEE—TIUSITESENE, EFRVBEsREiTmSE, BEAEURT

AFLE 22321 (OB 11T, R ULERE A E BRI (hon-deterministic),

eIt HIEF R R R ER LM EEREE H R HNERED!



= $1¢'§I% %B HI

e 4 (Safety)fliE 1% (Liveness)

NF—ME1TRERIEREHARZR) IR TEER 4 (by Leslie Lamport):

. M SEEIRE S o« JEE: ‘BB RE":

- SEMERABERALSHRERET,
AR ERE AT AR A
15 51" {5 15

- REMERITPIEAERSBAH
RIFIX ML,

- 2 ATERERA AL FROTE IR
TArERAR il - W BATRAELE (BITHEILE—

TTCERIGM A I #R[E]7)

Theorem: Every property defined on an execution of a program is a combination of a safety property and a liveness property
by Alpern and Schneider, 1987


https://amturing.acm.org/award_winners/lamport_1205376.cfm
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SRXHIRRS

e B R (Mutual Exclusion): 58 XAN&x%

MATHBIRTIERN, H

RS XAxE%IE, FEHEEEEE
RAZTEEH#HARFAXNEIZSHNZIEFR X (liveness)

e H51E S (bounded waiting): INRENEZEREHANIGFREX, IBAEFFHERR
AE (BHelEtzZizd N1z XX E LE) , AN —EHPAFE]
starvation)

» NRXPLEERBERIEE, IBAXFE—"TLiveness property, EFZSHA!

> NRXPDLRFEIEERMBINZF, ABAXIME—" 1 Safety property, EAE{A]J—/K
ANRRE R BB I X LR AZE T “HAB”!
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BEB — 1% FE(Safety)

/\Bb
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HANIEFRX, B4

(Fairness/No
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o+ FRUEEZIM, BB —TImFEXBERGEMFBEROH, FMEIEEE

(performance)

> X T AN B HizI@ 5 XM T i EN 8T
FHEIZIEFXAMAITEMS KR 8ERY/N,

M FRAIER 2 — M 2Eall the runsi B

o 25 EN(Rule of thumb): SiitHAEEN, MAZTELEHE! (but

don't forget liveness and performance).
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#define N 100000000
#define NUMBER_OF_THREADS 2

long sum = @;

void *T_sum(voidx nothing) {
forolint i =0 d < N cisa)

Is

i

int main() {
pthread_t threads [NUMBER_OF THREADS];
pthread create(&threads[0], NULL, T_sum,
pthread create(&threads[1], NULL, T_sum,

mFR XS, BRii]E

NUL
NUL

for (int i=@; i < NUMBER_OF THREADS; i++){ pt

NULL):}

printf("sum
DEINET (L 2%0

Sl D s
LA\ 21k N

[o]Y)3 0] &

RIOBMEER: REBZRZRE—1%iz1450

TRt =0,y = 0=

vold TLCk
o=t b s oy sy Starelx s L oaa iy

—_sync_synchronize(]); a parrier
printhiesdy s ¥ )

}

void 20 1

L)
20

hread_join(threads[il],

Vo dnton s = axni e Storaty) oL oadix)
—_SyNnc_synchronize(),

PELMERE e 5ot
}

BE: printf{IRIRFXABE? printfEIEL203? (0
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fi(Locks)

e HiE—TE¥=E, EFRF IR —NZIIVKES., EZ4AEAR (available, %
unlocked, Iifree) , RIMXBEIEEEH, BEASHAHL (acquired, 5§
locked, Zgheld) , RRE—1TZ%EEHEED, ELATIRFREX,

» BRI T BCXIHRIE:

> . i Alock(Ekacquire() =1 3R EXEE, WNRI&E BEMMZLIERA 1,
ZEZERIREE, #EAEFX, BMNEZBELEITE 7)ASREI(x%IZSR*E®
AREE)

> unlock()/release(): AFHunlock(Zirelease(), PIFZKBIAT (BI#IKE) , ZHI
NREEKRFUIRE I REANZIZE, ABAHEF—ITSHANIGRRKX,
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. ocks

» DINEFRARK s/ MEENAEE, ®Bidsan!
RAE—TEixE=E (BR) .

SR XN, PRIUEIRFTEXA

long sum = 0; int x =0, v =0;

void *T_sum(void* nothing) { Voigcl%;? {

i {;EE(;;_ i) et o= Le ket —eyr b Starel X dhoad ()
SUM++: unlock(); | .
unlock(); __sync_synchronize(); // a barrier

! / orintf("sd", t):

1 }
void T2() {
lock();
Vier A dntt = x5 1/ Storety); Load{x)
unlock();

__sync_synchronize();

_ e
}
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s BEREIIRERINSTESITTENRSZ?

> BAMEZRARGIH “EM{E{o/S": X8R
o —XIBSTEIMASLINEFY (lock() -> disable interrupt)

> x86: cli /5FF eflags AV IF bit

» RISC-V: 3&F% mstatus #J MIE bit

» ARMG64: msr daifset, #3

BOBERE—H45EH

o unlock()FiEB/RITHITH &R 5>
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BigME: NMI (Non-Maskable Interrupts)

. REFETEHET MR, (MERERERERETET (Non-Maskable

Interrupts)

> TBEEN 7 —EAAMES @A —E AR MRS iE1x

- UMRENS R R GtE1x. RAZUEMNNF

> NRFFRFRIFEAGIEIZF IR © GEEM) , KRB XEXRTFET, A
FIFANMIF] A =X 1N ea1%, ALibE (AERITEN)

- B{THE: RBEREAERAANMI, R1ERSLS (ERizT ) ERENER
2 AEENMIRH AL L, BIRERSE—BARIEE T, timeout=flAZNMI
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o [BFRXEVCHEIETRM T — BT ARAMRIE S

s FEFXHAITEE RS
» RPMERNIER,

APSHNBZTERTH, R

EcesHF Fas e {KAYRRALL)

=131 Ay o] iR

RIERRE

SPIRZEMEEZERINEMNER (EEaltad 1 EEI/ONFTRSE )

X TIPR! (x86RJLAE

» FXE, ERIFRAFZARRIIIR, KAFBIE—1TE RRIERE

o ZAMERITLW (RIEZFZPI1THY)

> BRI AN EFFadE

> g T Ezs

A ERIRES
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2t 1B R (Lockimis)

« —TEBNEE: FR— e KRR BRI, Bl R1FMER
WA, NOMErI AR, XhEvlock() 1 unlock()

she foi d XB(EIE load— MEBHWHTRETH (flag==1) ,
void lock(){ HERZZE—TET=tWEFE R (flag=1) . (flag=0)
while (flag. == 1);
£l = 1 x: XRNMRigERL4ESENANESENIRE, BEERTER
} SEZAIERT

void unlock(){
Tlag = O;
s
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s XTHENIRERZETEFANRTSEHREE THNXTIRSEE LME
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> EERFRTEMITEIERN &Hflagin0, AEEHAIRFREXBIAIEGE! (not safe)

Thread 2 B]RA[R A test #] set EMTIEZ,
%8 [EFH[E T test-and-set!

test  Sflag, 1

set Sflag, 1

enter the critical section
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243 H Jtest!
TIR] est!
/,

« MNRBNMERIEHEXAHEB—THIE: testflag == 1, BPBAREEZEREWNEIZEEAIEES
2[5 4 True

> BRUNRBA NGB T EEZNAEFREFAA—F, HAIEFREArIERNXIE T NTrue
E? —> —1%ELE True” EIREEth&iZ0l & “False”, E125E LA 7 B!

IR e EANZIHIEERTR! #for thread 2

void lock()H E XEERFINF—BERE N7 AL void lock()d

while (flag == 0); / D : whidle [ flag = 1)

I
void unlock(){ void unlock(){
flag = 0 lag = 1,
} \ }
un OCk/E\z/ﬁ\%UA*}-L/E\, =l F—?T\IOCK¥UE$7t/—,—§faIse, F'\7§7E'JIJE’\]H$§un|ock,

32 F—/RlockZ BEHIE FMtrue, FTLAX P A ERI LT NIz IR R,
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#for thread 1

void leck()d
while (flag.== 0);
I
void unlock(){
flag = U
¥
void task(){

while(1){
lochk) e

critical section code();

unlock():

:EE!Zi

B —T B2 T B I —1%12

X, BR4thread 1RZHN—RIF

gNRthread 21X A~ HAIE5T

FRRZEMITEBENT, BB

& [ [liveness]%[E

1, RNBRI=

BiEEIRTX, Mthread 18#HAIGFRX, {BXKinTiaHE#

A, ELFE1TH!
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Peterson& A&

o 20tH2C605E1{t,, DijkstramfttAVRR & Tie L ¥ F A ol@k, MEVENF AR
Theodorus Jozef Dekkerf8 I T — 18R 5, &EhEeR— T HILERZE
RGNt &S

The original solution due to Dekker is discussed at
length by Dijkstra in [1]. Of the many reformulations
given since, perhaps the best appears in [3]. (Unfortu-
nately the authors believe their correct solution is
incorrect.) The solutions of Doran and Thomas are -

“Myths about the mutual exclusion
problem”, by Gary L. Peterson, 1981

slight improvements which eliminate the ‘loop inside

a loop’ structure of the previously published solutions.
The solution presented here has an extremely simple
structure and, as shown later, is easy to prove correct.



https://series1.github.io/blog/dekkers-algorithm/
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Peterson& A&

e 19814, Peterson &I 7 — 1 EMNEENE A

- TEEBME 2SS HItestryciH: [F L illhilflagz s, *EERS
BRlNEIEERARAX (X1 ED TR 2 B =10 I RY FTEER
“473#” o))

Y

- Hib, BFRTE—TEREEFRHITlag==i #HE, ®EFE—TERZE
= intents RiIEFREL B HEMEZRZEEHANIEFRKX

X

> Peterson[RIREERBEEM N EIELTIE, P E A ESZIHREREINT
HIEE (PR, NOLTURRIEE) .
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o Peterson?8)EHVHZ LI, PFEIXDSLIIGNL?

int intents([2] = {0, 0}: //HANEE
int flag = 0; // SeEi=EAIbAZREH (thread @ or 1)

int self = G/ /iRmiHdzel= 10, @ A RRHs—

void lock() {
intentslself]l = 1; // imicEEEEHAIGFRE
while ( (intents[(self + 1)%2] == 1) //BIAEAEEHE

i e e o

& (flag == self) ); // NRIIALEHRFK, FEEEESIN"BRE"IEHEST

}

void unlock() {
intents[self] = 0: //iCESABREEHNIGS

flag = self; //%%%E|TF—1u
¥

1X]
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Peterson& A&

Thread 1 Thread 2

intents[0] = 0;
~ enter the critical section flaghy B EAEFIE
intents [ 1 ] S ?%ﬁ/l\ﬁ*igﬂﬁ
flag = 1 HANBEBZ Gk
false e false PSR!

N\ EEF?

flag = O
intents[0] = 1; 7

test 1ntents[1] == 1 & flag = intents[1] = 1‘3#

test intents[0] == 1 &: flag ==

Unsafe!
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e Petersonfy— 1 1ERASEIN

int antents2] — {0, 0}= //pl A=
int flag = 0; // =SBEIEEAILAZKSEH] (thread 0 or 1)

int self = G/ /iRmiHdzel= 10, @ A RRHs—

void lockt(l) %
intentsiliselfl =1;  // B o2 A lasiX
Flag = self: //musillik—<(1
while ( (intents[(self + 1)%2] == 1) //FIABALIEEH]NK
&& (flag == self) ); // WNIRHABEHANE, MBEEESHA"RE"IBEST

}

void tinltoclt) |
intents[self] = 0: //#CEHSABREEHANIGS
¥

1X]
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LuEBAPeterson & AR 1E b

e Lemma 1: 3—"1%=E1 TR AHlock()maFE R !

5 X Z Al intents[self] = 1

e Proof: trivial
int intentsl2) =40, 0

int tlag = 0;
inteselt = i;

void lock() £
intents [selfl =:1:
flag = self;
while ( (intents[(self + 1)%2] == 1)
&& (flag == self) )

I
QBB Aunlock()7 F

\\\\\\\\\\\\\__YOid unlock() A
intents[self] = 0;

}
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1IEBAPeterson & ARV 1E {4

o Lemma 2: [Z & %]PetersonBABEIRITEFI%:

» Proof: T AHERERL, —DIREIEN: (4, h,k, fo, f;]

> S EIHYflaghyE

I’ works as follows:

] doA{
- W2 HEIAAET, M55 E)Mindex intents 1] = 1;
5d = 4
while ¢ (aintents|[(d + 1)%2] == 1)
N7 D » 1O = . f-L —— ;
g k%éﬁuéﬁszﬂ’\Jfé’cﬂﬂ’\Jlndex critif:lgllise?:%ion(;z )
intents[i] = 0;
. reminder _section();
> forgintents|0] }while(1):

> fiEintents[1]
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» Lemma 2: [Z&%]Peterson&EBESIRTTF BRI

e Proof:

o R/, FAMRIIATIO, 4, 4,1, 11RET,
SWRET, M HN T IHRX, HFsAEflag =
0, &xiEHANIGFRXNEIENFIEIET—EN
(intents[(i + 1)%2] == 1) && (0 ==1i) T~

MBiIELemmat \
XER D Etrue — _— X R BEREFalseT! |

e AL, [0, 4, 4,1, 11— 1TIAS &0, 4, 3, 1, 1],
BIT,—E MRS, 4,3 1, JZEHEANTIERK,

1IEBAPeterson & AR IE TS

T’; works as follows:

do{
thtents ol = 1;
Flag = 1
whitlene - tantents b li =2 == 1)
S&& htad == 4 i
critical section();
ihtents il = 0;
reminder _section();
twhile(1);
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e JR[0,4,3,1,11B ™M1 RIBERYEIER

N

[?!4!2!1!1] [0,3!3!1!1]

/

- — P EIIRE[0,3,3,1,1] : T, EHFEHEIET

- ZAMUWNRZ[0,3,3,1,1], T;HloopFKitZEFalse, HEFIEFHNIGFR KX
[0,4,3,1,1]
> B—PREIRER, 4,2, 1,1]: T\ REHANT IR, T,BREEE—F l

- AMETF[?,4,2,1,1], T,891EE2EElagE N1, FEEB F—3H
flagm0!

[O! 4, 4! 1! 1]

e HF XM NAIEEESFE T, HURIRAKIL, BF—RE, ELt,
PetersonB /A2 8 FHY!
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o Peterson&AGEWIRIF“ITIH"NE? EFARILA!

int intents[2] = {0, 0};
int flag = 03

I selbli=: 1

RBEMEERHEAN, XA HEREIFalse

void lock() 4
intentsiliselfl = 1:
Flage= selil:

while ( Cintentsiiself & 152 == 1|
§& dflag —— self] )¢
s

void unlock() {
intents[self] = 0:
¥
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LuEBAPeterson & AR 1E b

o Peterson&EABENSIRIT“H FRFT 187

h
>

s WFREMITZEIENEA T, XEERN, AN—THiERERELE

[BFRXNER, REZREBEF

iht aintentsd2) =40, 0F:;
int. flag = 0;

int self = i; E—TEECRESHEANNBERT, B—TERETAELEHENFR
void lock() { __’,,,,f/”’/////
intentslselfl = 1:
flag = self; //%%E|IF—{u
while (4« (ihtents|(self +i1)22] =— 1)
&& i flag == self) };

¥

void unlock() {
Intents fselfli=0:
¥
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e PetersonB/ZEAERESR T, sES HEIIUERR?

> MREREELEME—T (ECADARECNINF, MFF—%150) , BEXEEER
iJIEY

> 78, (REERIAFE/RIEE, BERENT, WFXEK[ORE, FEFHNEINT
WA A REHELE (model checking)!

> Model checking is a method for formally verifying finite-state systems

- LEaNfRPI AR A 1R EAYmosaic

python3 mosaic.py —c peterson.py | grep \"cs\" | sort | unig
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*Model checking|a]#

RN FERImodel checkingfyiBAE BIEREKRT

) -

e 100 Z&F=0E?

» NMEE LIRRYZAZENE?

o FARFELZEZ KT model checkingfViA R EAE R EPEa XL a)@, {FEFX T TEREEMSIAH, tbul:

> Model checking for programming languages using VeriSoft

> Finding and reproducing Heisenbugs in concurrent programs

> Using model checking to find serious file system errors

> VSync: Push-button verification and optimization for synchronization primitives on weak memory
models



https://dl.acm.org/doi/abs/10.1145/263699.263717
https://dl.acm.org/doi/10.5555/1855741.1855760
https://dl.acm.org/doi/10.1145/1189256.1189259
https://dl.acm.org/doi/abs/10.1145/3445814.3446748
https://dl.acm.org/doi/abs/10.1145/3445814.3446748
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[o] 2| 2L SC 1T B AL SR

o INSCAYloadf{IstoreffNERFH, EZM N %izlE—ZZaflagff~—2X !
RItE IS 2R _F BpetersonE 5 H L 2 EIRHY

Thread 1
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HN{E S B IEFEpeterson?

o FIMITENARZEMT, HTFZAMERUKELFIESRNEE, EEEH
HsZ 355, Lbdl: AFERE (Memory Barrier)

o« gccdmiFER eI BAY%_ sync_synchronize(4wiF NBRIIES NN ZFEE
> X86: mfence (lock)
> Arm: dmb ish
> Mips: sync

» Risc-v: fence rw, rw

(BB R : XLbarrierFii% T 137?


https://godbolt.org/

& School of Intelligent Software and Engineering
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int flag = 9;
void lock(){
while«<tfilag == 1):
flag = 1;
s
void unlock(){
Elagi=10;
}
Thread 2 QD%:;LXW@/I\TE@EJ AR
T T, BERE
fNPetersonE &5 #H1TT
_mﬁwmwthﬁﬁﬂEmLﬁﬁ*W
test $flag, 1 """ TER, #EENRT

BNURARRM P A Es
Y, UIREEEEETSST
IR ERIERIR T
ft, —IEZ S E !

set sflag, 1

enter the critical section
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[RFHTest-And-Set (TAS) 1§

o REBBEHZEMEIRE T IRFIE P LARESLIN Test-And-Set Lock (TSL), EEAN

cmpxchg src, dst:

Y AN ETIRAS .
X86:|: = _F ; *IJJEH IOCKHU Z;ﬂ]l]chmeChg ) If (dst == %ax) {
\\\\\\\\\\\\\\\\\‘ dst = src;
ZF =1;
} else {
%ax = dst
Compare-and-swap } e

int flag; // FE#HEFHtest 1 setdyflag

LhE expected — O

// expected = old value of flag, and, if flag != @ then nothing else if flag == 0 then flag = 1
// equal to expected = _ sync_val _compare_and swap(&flag, 0, 1);
asm volatile (

"lock cmpxchg %2, %1"
: "+3" (expected) //Value for comparison. x86 uses eax/rax.

s ome CRLagy // Memory location
() // Value(1l) to be written if flag == expected

v o MEMOENts S CEy
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3 hie #hi(Spin Lock)RY3LIL

« B I TSARVRE(FSZIT, A1 Zaimunirl BASCHIAUI T (x86)

int flag = 0;
void lock() {
int flag = 0; ik expeckes:
do {
void lock(){ expected = 0;
while (flag —= 1); - asm volatile (
Tlag = 1; "lock cmpxchg %2, %1"
} : "+a" (expected) void Unlock()
= Tme A flag), asm volatile (
void unlock(){ Y () "mov %1, %0"
flagi= 0 » memoryl 'cct = A flag)
1 ) et 0
} while (expected != 0); ) : 'memory”
i ;

¥
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» 3L I, PIEX86 CPU BB HIE—THEAFHIILNEET), FXTIFE
AFHAR BIE R, B P AR LE BN RG0S 212 BNE (2 BUX T A7 L

» BidLock IESRIB+EMNIES, A AERITXTERIESE“Bi(E”!

#IXLEBRTEAN AT PANILockBISR, EHAXAXRIEBEMEANILockBIZREFERFHY
(according to IA-32 Intel® Architecture Software Developer’s Manual)

ADD, ADC, AND, BTC, BTR, BTS, CMPXCHG, CMPXCH8B, CMPXCHGloB, DEC, INC,
NEG, NOT, OR, SBB, SUB, XOR, XADD, XCHG
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*B e BiRY o] LAE T & (Compare-and-swap) E it 2 ot SC IR

e E%: Load linked/Store conditional (LL/SC): arm. mips. risc-v&figHE
EIVANRE

> L returns the value of a memory location

> A subsequent SC to that memory location succeeds only if that location
has not been updated since LL
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. [OSTEP] 525, 26, 27%=
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